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 عطية رمضان الكيلانى
 سالم مصطفى الديب. أ :سكرتتر المجلة

 

 ها بعد التحكيم المجلة ترحب بما ي  .رد عليها من أبحاث وعلى استعداد لنشر
       ى وتعمل بمقتضاها ام آراء المحكمير م كل الاحتر  .المجلة تحتر
 تبعاتها  كافة الآراء والأفكار المنشورة تعتر عن آراء أصحابها ولا تتحمل المجلة . 
   يتحمل الباحث مسؤولية الأمانة العلمية وهو المسؤول عما ينشر له. 
     ت أو لم تنشر  .   البحوث المقدمة للنشر لا ترد لأصحابها نشر

 (حقوق الطبع محفوظة للكلية)
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 :ضوابط النشر 
ي 
ي البحوث العلمية المقدمة للنشر أن يراعى فيها ما يأتر

 
ط ف  :يشتر

 .أصول البحث العلمي وقواعده   

ها أو كانت جزءا من رسالة    .علمية ألا تكون المادة العلمية قد سبق نشر

 .يرفق بالبحث تزكية لغوية وفق أنموذج معد   

 .تعدل البحوث المقبولة وتصحح وفق ما يراه المحكمون  

ات   ي وضعتها المجلة من عدد الصفحات ، ونوع الخط ورقمه ، والفتر
ام الباحث بالضوابط التر التر 

 .الزمنية الممنوحة للتعديل ، وما يستجد من ضوابط تضعها المجلة مستقبلا  
 : تنبيهات

ي تعديل البحث أو طلب تعديله أو رفضه  
 
 .للمجلة الحق ف

ي النشر لأولويات المجلة وسياستها  
 
 .يخضع البحث ف

 .البحوث المنشورة تعتر عن وجهة نظر أصحابها ، ولا تعتر عن وجهة نظر المجلة  
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تم تحويل العديد من المؤسسات بالفعل . تعتبر الحوسبة السحابية بمثابة تقنية حوسبة مستقبلية: الملخص
يتم توزي    ع العديد من الخدمات السحابية . إلى بيئة الحوسبة السحابية للاستفادة من خدماتها متعددة الأبعاد

حيث توفر الحوسبة . مات حساسة لمستخدمي السحابةجغرافيًا وتتكون معظم هذه الخدمات من معلو 
ظلت الجوانب الأمنية قضية . السحابية الكثبر من الفوائد ، من ناحية أخرى ، فهي مليئة بالمخاطر الأمنية

ي الحوسبة السحابية منذ سنوات عديدة
 
كانت حماية بيانات المستخدمير  بشكل خاص من . أساسية ف

لذلك ، تركز دراستنا على قضايا أمن بيانات . موفري خدمات الحوسبة السحابيةالهجمات الضارة تمثل تحديًا ل
ي الغالب بسريتها وسلامتها وتوافرها

 
ي تهتم ف

تعتمد الدراسة بالكامل على نهج  .(CIA) الحوسبة السحابية الت 
أمن البحث النوعي الذي يتضمن الأبحاث السابقة وبعض المقالات الحالية المنشورة من قبل بائعي 

ي للمعايبر والتكنولوجيا
ا مناقشة  .(NIST) المعلومات المشهورين مثل المعهد الوطت 

ً
تغطي الدراسة أيض

ومع ذلك ، فقد تم بالفعل إجراء . تفصيلية بشأن الحوسبة السحابية ونماذج خدمتها والتحديات الشائعة
ي هذا الموضوع

 
على مشكلات أمان بيانات الحوسبة  وبالتالىي ، إلى جانب إلقاء الضوء. العديد من الأبحاث ف

ي الحوسبة السحابية
 
نظرًا لأن الدراسة . السحابية ، تقدم دراستنا الحلول الممكنة لضمان حماية البيانات ف

 لحلول أمان 
ا
 شاملا

ا
ي تمت تغطيتها من الأبحاث الأخرى ، فيمكن اعتبارها دليلً

تتكون من الحلول المختلفة الت 
 . ية البيانات للحوسبة السحاب

ABSTRACT: Cloud computing is considered as a future computing technology. 

Many organizations are already switched to cloud computing environment to benefit 

from its multidimensional services. Numerous cloud services are geographically 

dispersed and most of these services consist on sensitive information of cloud users. 

Where Cloud computing provides a lot of benefits, on the other hand, it is full of 

security risks. The security aspects remained a core issue of cloud computing since 

many years. Specially protecting users’ data against malicious attacks has been 

challenging for cloud computing service providers. Therefore, our study focuses on 

the cloud computing data security issues that mostly concern with its confidentiality, 

integrity and availability (CIA). The study is entirely based on qualitative research 

approach that includes previous researches and some existing articles published by 

famous information security vendors such as National Institute of Standards and 

Technology (NIST). The study also covers a detail discussion regarding cloud 

computing, its service models, and common challenges. However, numerous 

researches have already been done in this topic. Thus, besides shedding lights on 

cloud computing data security issues, our study presents the possible solutions to 

ensure data protection in cloud computing. As the study consists on the various 

solutions covered from other researches, thus it can be considered as an overall data 

security solution guide for cloud computing. 
 

Keywords: Cloud computing, Cloud computing data security issues and solutions, 

cloud computing environment and data protection 
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I .INTRODUCTION 

From initial concept building to current actual deployment, cloud computing is 

growing more and more mature. Nowadays many organizations, especially Small and 

Medium Business (SMB) enterprises, are increasingly realizing the benefits by 

putting their applications and data into the cloud. The adoption of cloud computing 

may lead to gains in efficiency and effectiveness in developing and deployment and 

save the cost in purchasing and maintaining the infrastructure. Regarding definition of 

cloud computing model, the most widely used one is made by NIST as “Cloud 

computing is a model for enabling convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction. This cloud model promotes 

availability and is composed of five essential characteristics, three service models, 

and four deployment models.”[1] The cloud computing model NIST defined has three 

service models and four deployment models. The three service models, also called 

SPI model, are: Cloud Software as a Service (SaaS), Cloud Platform as a Service 

(PaaS) and Cloud Infrastructure as a Service (IaaS). The four deployment models are: 

Private cloud, Community cloud, Public cloud and Hybrid cloud. Compared with the 

traditional IT model, the cloud computing has many potential advantages. But from 

the consumers’ perspective, cloud computing security concerns remain a major barrier 

for the adoption of cloud computing. According to a survey from IDCI in 2009, 74% 

IT managers and CIOs believed that the primary challenge that hinders them from 

using cloud computing services is cloud computing security issues [2]. Another 

survey carried out by Garter in 2009, more than 70% CTOs believed that the primary 

reason not to use cloud computing services is that there are data security and privacy 

concerns. 

    Although cloud computing service providers touted the security and reliability of        

their services, actual deployment of cloud computing services is not as safe and  

reliable as they claim. In 2009, the major cloud computing vendors successively 

appeared several accidents. Amazon's Simple Storage Service was interrupted twice 

in February and July 2009. This accident resulted in some network sites relying on a 

single type of storage service were forced to a standstill. In March 2009, security 

vulnerabilities in Google Docs even led to serious leakage of user private information. 

Google Gmail also appeared a global failure up to 4 hours. It was exposed that there 

was serious security vulnerability in VMware virtualization software for Mac version 

in May 2009. People with ulterior motives can take advantage of the vulnerability in 

the Windows virtual machine on the host Mac to execute malicious code. Microsoft's 

Azure cloud computing platform also took place a serious outage accident for about 

22 hours. Serious security incidents even lead to collapse of cloud computing vendors. 

As administrators’ misuse leading to loss of 45% user data, cloud storage vendor Link 

Up had been forced to close. 

Security control measures in cloud are similar to ones in traditional IT environment. 

As multi-tenant characteristic, service delivery models and deploy models of cloud 

computing, compared with the traditional IT environment, however, cloud computing 

may face different risks and challenges. Traditional security issues are still present in 

cloud computing environments. But as enterprise boundaries have been extended to 

the cloud, traditional security mechanisms are no longer suitable for applications and 
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data in cloud. Due to the openness and multi-tenant characteristic of the cloud, cloud 

computing is bringing tremendous impact on information security field: (1) Due to 

dynamic scalability, service abstraction, and location transparency features of cloud 

computing models, all kinds of applications and data on the cloud platform have no 

fixed infrastructure and security boundaries. In the event of security breach, it’s 

difficult to isolate a particular physical resource that has a threat or has been 

compromised. (2) According to the service delivery models of cloud computing, 

resources cloud services based on may be owned by multiple providers. As there is a 

conflict of interest, it is difficult to deploy a unified security measures; (3) As the 

openness of cloud and sharing virtualized resources by multi-tenant, user data may be 

accessed by other unauthorized users. (4) As the cloud platform has to deal with 

massive information storage and to deliver a fast access, cloud security measures have 

to meet the need of massive information processing. This paper describes data 

security and privacy protection issues in cloud. This paper is organized as follows: 

Section II gives a brief description of what exactly cloud computing security-related 

issues are. Section III discusses data security and privacy protection issues associated 

with cloud computing across all stages of data life cycle. Section IV shows current 

solutions for data security and privacy protection issues in cloud. Section V 

summarizes the contents of this paper. Section VI describes future research work. 

 

II .CLOUD COMPUTING DEPLOYMENT MODELS 

Cloud computing includes applications that have to be delivered as being services 

through the internet. It also includes systems’ software and hardware in the main data 

centers. In cloud computing, there are four major cloud delivery models as illustrated 

in Figure.1 in accordance with the provisions of NIST (Badger et al., 2011). The 

classifications were based on the provider of cloud computing services.  

 

 
Figure 1: Cloud Computing Models (Mell e Grance , 2011) 

 

The four models include public, private, community & hybrid clouds. The details 

about these models are given below: 
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A. Private Cloud 

It is a cloud computing infrastructure mainly used in private firms. It may be operated 

either by a third party or the organization itself. A private cloud entails a sub-set of a 

chain of interfaces, services, applications, hardware and networks which the 

organization controls. The organization ensures that all these applications are ready 

and convenient for use by the partners, customers and even employees in a firm (Kim-

Kwang, 2010).  However, it is possible for a third party to create and control a private 

cloud. Such a form of a cloud has a firewall to ensure that there is security, 

appropriate governance and compliance. Private clouds are mainly not open for use 

by the public because it is mainly set in a private and controlled environment. A 

private cloud is mainly more secure than a public cloud. Moreover, it has more 

privacy features when compared to a public cloud and it is easier to control. Other 

features of a private cloud  that make it ideal for use in a commercial premises include 

energy and cost efficiency that makes it more reliable (Ritesh, 2015). The features of 

a private cloud are illustrated in Figure.2:  

 
Figure 2: Private Cloud Model (Ritesh, 2015) 

Private cloud contains almost all the features of a public cloud. It is not only secure 

but also efficient and its performance is fairly reliable. One of the major demerits of a 

private cloud is that it is quite complex; thus, it has to be run by experts who have 

appropriate knowledge of cloud architecture. Similarly, the experts should be able to 

patch, secure, upgrade, scale and monitor a cloud environment for maximum 

functionality (Creeger, M, 2009). 

B. Community Cloud 

Community clouds are applications that are designed as common facilities for public 

use.  Its structure makes it easy to share between many organizations. In a community 

cloud, there is a group of experts whose task is to provide security as sharing a cloud 

cause a chain of security consequences to the firm. These security threats have to be 

managed. When a cloud infrastructure is available and is being shared by many firms, 

there are communal concerns which arise. Some of them include security demands, 

and compliance. An organization or a third party may manage a community cloud. 

Interestingly, a community cloud may exist both within and outside the premise 

(Winkler, 2011). Figure 3 illustrates the example of community cloud: 
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Figure 3: Community Cloud Model (Rahul Dasgupta , 2016) 

C. Public Cloud 

The most distinctive model of cloud computing for many consumers is the model of a 

public cloud, under which cloud services are provided in a virtualized environment, 

constructed using pooled shared physical resources, and accessible over a public 

network such as the internet. A public cloud model is specifically based on the 

platform where web hosted services, applications and software’s are available for 

public use. Various public cloud computing service providers like Amazon web 

services, Google cloud, Microsoft Azure owns and host public cloud infrastructure at 

their data center. The infrastructure of a public cloud makes it possible to avail it to 

the public and even large industries. A public cloud is mainly the property of a firm 

that sells cloud services. A public cloud has a robust infrastructure that makes it 

possible to provide services to many clients using shared applications. A public cloud 

is home to a chain of interfaces, applications, networks, hardware and storage devices 

that may be owned by a third party that avails it to firms and individuals. The 

infrastructure of a public cloud is mainly not revealed to the customers. Public clouds 

are ideal for the management of repetitive workloads that makes them more viable for 

use by large firms. Just like a private cloud, a public cloud too provides a chain of 

merits such as cost efficiency, flexibility, reliability, and scalability (NIST, 2009). 

Figure.4 is an example of a public cloud: 

 
Figure 4: A Public Cloud Model (NIST, 2009) 

D. Hybrid Cloud 

A cloud infrastructure is a combination of more than one cloud such as public, private 

and community clouds. The clouds remain as being unique entities. A standard or a 

proprietary technology binds them together. The public and private clouds in a hybrid 

cloud arrangement are distinct and independent elements. This allows organizations to 
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store protected or privileged data on a private cloud, while retaining the ability to 

leverage computational resources from the public cloud to run applications that rely 

on this data. There are instances when a firm has to handle a wide range of software 

applications that involves the transfer of data between public and private data centers. 

A firm may also use a public platform to transfer data using a private cloud 

application or a data center. A cloud is not branded as being hybrid if a firm uses 

Software as a Service (SaaS) especially when there is no movement of data from the 

application to the firm’s data center. A cloud is also not hybrid when a firm’s 

developers have to use public clouds for purposes such as prototyping a new 

application that has been disconnected from a private cloud and data center (Leighton, 

2009). 

 
Figure 5: Hybrid Cloud Model (Leighton, 2009) 

III . CLOUD COMPUTING SERVICE MODELS 

It is possible to access cloud services through cloud computing models as illustrated 

in Figure 6. Many of the cloud computing services have some characteristics that 

satisfy an organizational requirement. The firm selects the best service and customizes 

it for organizational use (Rohit et. all, 2014). Cloud computing services models are 

shown in Figure.6:  

 

 
Figure 6: Cloud computing services (Rohit et. all., 2014) 

A. CLOUD COMPUTING CHALLENGES 

Although the steady growth of cloud computing; users have raised a number of 

concerns about the adoption and use of cloud computing technology. However, the 

advantages outweigh the disadvantages to them. Thus, it is recommended that 

companies adopt the model. Some of the main challenges include cloud computing: 
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B. Data Protection 

Security is a great concern for customers when moving their data to the cloud. 

Although security in the cloud is generally reliable and proficient, customers need to 

know that the cloud provider they chose to work with has a fully secure cloud 

environment. Firms are quite reluctant to purchase an assurance of data security from 

various data vendors. Many firms dread losing their data or having it revealed to 

unwanted third parties. In many cases, the storage location remains private. This 

increases the security concerns of firms. In the available cloud technology models, 

there are firewalls in data centers which shield sensitive information from unwanted 

access. The firewalls are mainly owned by enterprises. In cloud, service providers 

have the task of ensuring that data is secure and that their security measures are 

reliable (Catteddu, 2010). 

C. Data Recovery and Availability 

Business applications have some level agreements that users have to take on to. There 

are operational teams which manage service level agreements and govern the use of 

applications. They provide the following support in a production environment:  

1.Fail over and appropriate clustering 

2.Performance and capacity management 

3.Data recovery 

4.Maintenance 

5.Data replication 

6.System monitoring 

If a cloud provider does not provide enough infrastructures for any of the above 

services, the impact becomes so severe for an enterprise (Torry Harris, 2015). 

D. Interoperability and Portability 

Businesses should have the leverage of migrating in and out of the cloud and 

switching providers whenever they want, and there should be no lock-in period. 

Cloud computing services should have the capability to integrate smoothly with 

the on-premise IT. 

IV. CLOUD COMPUTING DATA SECURITY ISSUES 

Data security has become a major challenge in information technology. It is an issue 

that raises concerns in a computing environment when compared to any other 

environment. The case is attributed to the fact that in a computing environment, data 

is mainly scattered in various storage devices such as personal computers, servers, 

different machines, mobile devices such as smart phones and sensor networks. In 

cloud computing, data security is more complicated when compared to the situation in 

the traditional information systems (Yunchuan et. al, 2014). Cloud computing is a 

new model in the field. Hence, there is a lot of uncertainty regarding data security in 

almost all levels such as host, network, data levels and applications. Security depends 

on the movement of applications to cloud computing. This has made executives 

believe that data security should be their major concern when they adopt the use of 

cloud computing technology (Hashizume et. al, 2013).  

There are various security challenges in cloud computing as it involves a number of 

technologies such as operating systems, databases, networks, virtualization, load 

balancing, memory management, transaction management, resource scheduling, and 

concurrency control. Hence, many of the security concerns in these systems are 

synonymous with those of cloud computing. For instance, a network that links cloud 
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systems should be very secure. In addition, cloud computing’s virtualization paradigm 

causes many security concerns. For instance, the exercise of mapping virtual 

machines into being physical ones has to be very safe (Kevin Hamlen, 2010). 

 

 
Figure 7: Data Security Issues in Cloud Computing (Techpluto, 2016) 

 

Data security is one of the major issues of grave concern in cloud computing. Many 

users express concerns over the privacy of their private data. In a cloud computing 

environment, data insecurity raises serious issues among users who express concerns 

over the security of their data. The case is attributed to the fact that data is channeled 

to various machines and storage devices such as personal computers, servers and 

some mobile devices such as smartphones and wireless sensor networks.  In cloud 

computing technology, data security has more complications when compared to the 

case in traditional information systems (D. Chen & H. Zhao, 2012). The aim of data 

security in cloud storage is to ensure that the server and its connections are safe from 

unwanted access. In this case, security is our major concern. Data availed to the server 

should not be exposed to unwanted parties as it is confidential. However, it should be 

readily available and consistent for a higher utility to the user. When a server contains 

some data, it should be set in a way that it is available for easy retrieval and use by the 

user (Shwetha Bindu & Yadaiah, 2011).  

A. Trust management 

Trust management refers to the reliance on strength, integrity, surety and ability of a 

thing or an individual. Entrusting one’s data to a third party who is in this case the 

provider of cloud computing services is a challenge (Yunchuan et. al, 2014). 

B. Security Provider 

Cloud computing service providers use various measures to secure data from 

unauthorized access. These measures include encryption, authorization and user 

authentication. Clients often express worries of the vulnerability of data stored 

remotely. They worry about cyber-criminals such as hackers who many access the 

data and use it for other purposes apart from the intended. Cloud service providers 

have increasingly become wary of this challenge. In response, they have come up 

with many resources to mitigate this challenge (Kanchana & Dr. Dhandapani, 2013). 

C. Privacy Protection 

Unlike the traditional computing models, modern day cloud computing technology 

uses virtual technology. Therefore, it is possible to scatter one’s private data virtually 
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in a data center instead of confining it to a single physical location. Interestingly, it is 

possible to scatter data even beyond national boundaries. In such a case, data privacy 

becomes prone to a chain of controversies in various legal systems (Subashini & 

Kavitha, 2010). 

D. Ownership 

When data is delegated to cloud, customers express worries regarding the loss of their 

rights. They also express concerns of lack of or poor protection of their basic security 

rights. Interestingly, many cloud service providers respond to this concern through 

user-sided agreements. The agreement dictates that users may seek data security 

advice elsewhere (Balachandra, et. al, 2009). 

 

E. Data location and Relocation 

Cloud Computing offers a high degree of data mobility. Consumers do not always 

know the location of their data (Te-Shun Chou, 2013).  

F. Multiplatform Support 

One of the major issues facing many information technology departments is cloud 

based service integration across operating systems and various platforms such as 

Windows, OS X, thin clients and Linux. Having more support platforms for multi-

purpose platforms will ease user interfaces as all of them will become web-based 

(Wang et. al, 2012).  

G. Data recovery 

Incidents such as a server breakdown are not desirable as they may cause damage that 

may lead to loss of user data. To avoid some such problems, it is important to back-up 

data to ensure that it can be recovered in the future in an unfortunate event of data 

loss. Cloud users may back up critical data on their local computer (Jonathan Katz, 

2002). 

 H. Data Backup 

Cloud providers may use resources such as redundant servers among other routine 

data back-up processes to keep their data safe from loss. Unfortunately, some people 

express worries over their ability to control their back-ups. Some providers have 

resulted to offering data bumps on media. They may also allow users to back up their 

data using regular downloads (Balachandra, et. al, 2009). 

 

V .DATA SECURITY SOLUTIONS 

There are various security challenges associated moving data into a cloud 

environment. Users and particularly organizations have to consider some of these data 

insecurity risks as they have the ultimate responsibility to mitigate these risks. Users 

need assurance of security of internal databases when data is migrated into cloud. 

They also need assurance of data confidentiality, availability and integrity.  In cloud 

computing, data should be secure while at rest, in use and in transit. In this case, 

access to data may be controlled (NIST, 2011). Figure 4.1 reveals some six major 

areas of cloud computing there both software and equipment demand security 

measures (Trusted Computing Group’s White Paper, 2010).  

These areas include: 

1. Data in rest 

2. Data in transit across various locations 

3. Data while in use 
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4. Authentication for processes, users and applications 

5. Separation of data that belongs to different users 

6. Regulatory and legal issues in cloud computing 

7. Incident response. 

 

 Figure 8 shows the major security concerns in cloud computing:  

 
Figure 8: Areas for security concerns (NIST, 2011) 

 

To ensure that data is secure, accessible in time and reliable in cloud, it is critical to 

involve to CIA (confidentiality, integrity and availability) aspects of data security. In 

this part of the project, there are detailed suggestions of solutions that shield CIA 

against many security issues that confront cloud computing technology as discussed 

earlier.  

A. Encryption 

Encryption is one of the most trusted means of securing sensitive data in a cloud 

environment especially for data while in rest or in transit. Almost all providers of 

cloud databases provide encryption support services for data in transit. These 

providers use Transport Layer Security and Socket Secure Layer (TLS/SSL) for 

transfer data. However, only a few of them offer encryption services for data at rest. 

Basically, there are three encryption options for cloud consumers for data at rest 

(Huang & Tso, 2012). These include:  

 Partial encryption of the database depending on the standard encryption 

techniques. 

 Full encryption of the database depending on the available standard encryption 

techniques.  

 Full encryption of the database depending on the cloud provider’s proprietary 

encryption techniques. 

Some cloud service providers offer all the data encryption options. However, this 

raises the cost of hosting such a database when compared to internal hosting. Some 

providers offer alternatives for all database encryption options. These alternatives 

have only a minimal impact to the performance of the system. Unfortunately, it 

utilizes a very ineffective technique that is very easy to bypass. The other encryption 

option for customers is the cloud provider’s own custom built encryption solutions. 

Interestingly, this does not impact on the system’s performance. However, it is not 

deemed as being safe for some encryption standards such as AES (Advance Data 

Encryption), DES (Data Encryption Standard), 3DES (Triple Data Encryption 
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Standard) etc (Huang & Tso, 2012). Figure 9 shows data encryption scenario in cloud 

computing. 

 

 
Figure 9: Data Encryption in Cloud (Tebaa M, 2012) 

 

B. Homomorphic encryption 

 

Homomorphism is a Greek term which refers to “same shape/structure”. In 

Mathematics, homomorphism refers to a process of transforming a data set into 

another form without altering the relationship between the elements of both data sets. 

In the field of information security, Homomorphic encryption allows a user to apply 

Mathematical procedures on encrypted data without a compromise to encrypt. The 

major challenge with other encryption techniques is that servers hosting data cannot 

process any file on encrypted data. Homomorphic encryption does away with this 

challenge through introducing a technique of encrypting data that uses Mathematical 

procedures on encrypted data. Later on, it decrypts the results to come up with similar 

results even on unencrypted data (Tebaa M, 2012). Figure 10 presents the entire 

process involving in Homomorphic encryption.  

 

 
Figure 10: Homomophorbic data encryption process (Tebaa M, 2012) 

 

C. Key Management  

All data encryption techniques have an encryption algorithm on the plaintext. These 

techniques use a secret key to obtain the ciphertext. The levels of security between the 

private key and encrypted data are the same. Using encryption only as a means of data 

security does not do away with all the security risks. In real sense, encryption 

separates data from associated risks through moving the security to the encryption 

keys. It is important to manage the security of these keys from other insecurity threats. 

Unfortunately, exercises such as protecting, generating and managing encryption keys 
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for many data sub-sets become an utterly demanding task. Presently, cloud consumers 

are regarded as being more ideal for cryptographic key management.  Hence, it is 

recommended that employees gain control of the configuration and management of 

encryption keys (McAfee, 2012). Figure 11 shows the Key management method 

under PGP (Pretty Good Privacy). 

 

 
Figure 11: PGP Key Management (McAfee, 2012) 

 

D. Distributed Database monitoring 

Database monitoring or auditing refers to the act of recording and reporting the events 

as they occur in a database system without breaching the security measures. An 

audited database breeds reports on when, who and how data is accessed or modified. 

A strong tool for monitoring and auditing a database should enhance visibility of the 

database despite its location as accessibility is very important for cloud-based 

database services. Information technology security experts had previously used 

network based IPS and IDS to handle some of the challenges of shielding premise 

databases. IPS and IDS are appliances which are placed on the network to inspect 

traffic for viruses, malicious codes and protocol violations among others. Initially, 

enterprises would often ignore internal threats and risks. However, when they realized 

that there were some internal threats that posed serious damages, they decided to 

monitor their databases to secure them from both local and intra-database attacks as 

well (McAfee, 2011). McAfee in Figure 12 has demonstrated the distributed database 

management process in cloud environment. 

 

 
 

Figure 12: Distributed Database Monitoring (McAfee, 2011) 

 

VI . DISCUSSION A. Comparison between Different Service Providers, There are 

different cloud service providers, where each vendor offers different security features 

and services. Some of the active players are Microsoft who has launched Microsoft 

Azure, IBM which has opened Blue Cloud program, Amazon that had opened 
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Amazon EC2 (Amazon elastic compute cloud) and Amazon AWS, and Google which 

has launched Google cloud (Harmandeep Singh, 2014). 

 At present, there are approximate more than 100 cloud vendors worldwide that works 

on cloud platform to make business experience innovative and smooth. 

Here we are presenting the history of the most popular cloud service providers. 

B. Amazon as a cloud service provider 

The Amazon cloud system is considered to be the oldest in the cloud computing think 

tank, launched in 2006. Amazon owns the largest data center in the world, which 

heightened the Amazon position among the global service providers. Amazon data 

centers are located in the 10 regions of the globe, with 3 centers in USA and 7 centers 

across other parts of the globe. 

The Amazon Cloud system presents its services in four major categories involving 

Compute, Databases, Networking, and Storage & Content Delivery. Presently 

Amazon have its own Hadoop framework which is better known as EMR, further 

offering kinesis for real time data streaming experience for its users. To meet the 

upcoming security challenges, Amazon cloud services AWS has built a strong 

encryption system. Amazon web services also presents NoSQL and relational 

database services with many third-party integrations for proper data interfaces 

between different systems. 

The Amazon EC2 presents a pay per use model, and provide some ambient 

surroundings to scamper calculating assets, even as maintenance proper handling 

upon the statistics and facts within the customers hold. Amazon cloud service 

provides an easy flexibility and a scalability of the data as per the user’s demand. 

Amazon presents easy to use dashboard which makes it easy to scale up and down as 

per the user’s requirement, further Amazon also provides a cloud watch service which 

assist user to scale up and down as per the user’s demand. In Amazon cloud system, 

customers can access various customizable features including OS, initiating as well as 

finish utilization of security, dates, as well as network access controls. Amazon also 

provides one of the least expensive while costing extra charges for optional task like 

data movement. The service provider also offers 12-month free trial for small scale 

users. With the latest report of Synergy, Amazon has captured the largest market 

share, holding 28% of the total global market (M. Neeraj, 2015). 

C. Google as a cloud service provider: 

Google first launched its cloud computing system in 2012, as (GCE). Google cloud 

services are increasing with a ramping speed globally. The Google Compute Engine 

servers are located within three regions of the Globe including East Asia, Western 

Europe as well as Central United States. Cloud Google platform offers extensive 

support for some of the pioneered services including Hadoop, Big Table, and Big 

Query. Google cloud services presents a user based virtual application to start web 

application over Google servers by Python and Java environment. Google cloud 

computing system also provides an easy scalability and flexibility as per the users 

demand, with instant auto-scaling for Google compute engine. Google presents some 

added enhancements to its users including comprehensive maintaining for OS, live 

passage of VMs, load balancing, and faster persistent disks. The pricing strategy of 

Google (GCS) is very less expensive, which charges its users by minute, with a 

minimum of 10 minutes. The cloud services of Google provide 100% up-time in 
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which if a machine running in user applications requires any hardware or software 

patch, the software gets automatically migrated to another server. 

D. AMAZON (AWS) VERSUS GOOGLE (GCP) CLOUD SERVICE PROVIDER 

                                 
 

1. Amazon Web Service 

This is a very popular supplier for the cloud communications. Whenever a customer 

enters his information to Amazon then it gets: 

 2.Firewall: The overall firewall ports are closed by default and it means that the client 

himself will have to unlock docks of inward visit. Amazon offers skill for crack layers 

of entrance groups. 

3.Isolation instances: Numerous visitors will organize over the single physical 

machine. Though case does not have straight entrance to the physical disk, they are 

specified entrance to the virtual information storage. To keep away from mutual 

influence of virtual information of dissimilar cases located over one single physical 

machine, the program offers a double-check before "giving" empty space to another 

case. Therefore, in paying concentration to information contact evasion, Amazon 

gives a great level of security for every case. To make sure that the information from 

dissimilar applications don’t manipulate everyone in the case of disk space release, 

data from every of the storage units is automatically deleted (the value is set as zero).  

4.Hypervisor: Amazon EC2 utilizes a customized version of the Xen hypervisor that 

will be considerably civilizing the presentation of virtual machines via para- 

virtualization after that it will get entrance to the central processing unit comes with 

split rights. The guest operating g system is at level 1, the host operating g system had 

the greatest at level 0, as well as the applications had at least rights at level 3. 

5.Security of the host operating system: A multi-factorial authentication system has 

been designed for managerial entrance to the host's management. If a worker no 

longer requires this entrance, then their account is stopped automatically. 

6.Guest Operating system security: Support for security here lies completely over the 

expansion team, like the suppliers don’t have entrance for both the guest as well as 

instances the OS which is installed on it. This is, in real, an advantage in the terms of 

application safety, but also makes possible susceptibilities for the assaults. 

Configuration errors might offer assailant entrance to the facts, applications, as well 

as the overall virtual machines. 

7.API access: API calls to begin and break off change firewall settings, instances, as 

well as the other tasks which are marked via a secret key. Entrance to an API is not 

possible lacking of it. Moreover, the API calls are encrypted utilizing a cryptographic 

SSL protocol. 

8.Multilevel safety: Safety mechanism has been designed at numerous levels -- 

firewalls, virtual instances, for host OS, virtual guest Operating system, as well as 

API calls. 

9.Security Groups, Network ACLS, and Firewalls: 
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Amazon cloud computing system is enriched with both security groups and network 

ACLs, where user can control the incoming and outgoing levels. In Amazon Cloud 

services, the Network ACLs works at subnet level, where it can allow or deny specific 

IP address keeping a track of the security concerns.  

E. Google Cloud Platform 

Now, there are the data safety squad which has like 500 specialists in, request, system 

safety as well as data, that group has been assigned with preserving the firm’s safety 

systems, rising safety appraisal procedures, applying Google’s safety strategies as 

well as structuring safety transportation. 

F. DECIDING WHAT, WHEN, AND HOW TO MOVE TO THE CLOUD 

All the way through this direction a wide proposal have been offered over decreasing 

the peril when adopting cloud computing, but still they did not cover the overall  

necessary proposal and still sensible for the entire cloud deployment. Also from the 

information that was collected from different working groups, it was soon realized 

that there simply is not enough space to provide a degree of accuracy in completely 

difference proposals for overall potential danger situations. Merely like it may be a 

very dangerous application it is significant that the transition to public cloud supplier, 

there may be little or no cause to pertain a wide safety controls for low-value facts 

migration towards the cloud storage. 

With a lot of choices of dissimilar cloud deployment such as the SPI service models, 

public versus private deployment that might wrap the overall situations. 

Companies would take on a risk-based loom to the transition to the cloud as well as 

choose safety choices. What follows an easy structure in order to assist assess the risk 

of primary and Cloud informed security decisions. 

G. Identify the asset for the cloud deployment 

In simplest, the property that carried via cloud is data or application/function. 

 The very Initial stage in risk assessment for the cloud is to determine precisely what 

statistics or function it is measured in the cloud. And it should contain the possible 

exercises for the assets once this shifts to cloud to calculate the range crawl. 

H. Evaluate the asset 

After that another stage is to determine how significant the facts and information or 

function is for the company. You do not need to make detailed evaluation process 

only if your organization's procedure for it, but you need at least an uneven 

measurement of the origin of the sensitivity it is, and how important it is for 

Application / function / process. Essentially we are assessing honesty, privacy as well 

as accessibility necessities for the asset. 

I. Map the asset to potential cloud deployment models 

And now there will be the third stage which is determining the consumption 

representation we are contented with. Before we start gazing at the possible supplier, 

you must understand that if you can recognize the dangers implied to several 

consumption representations such as:  personal, civic, social and mixture. 

Same goes for the hosting situations such as: exterior, interior, and joint. 

J. Security Guidance For Individual Users  

This part gives a narrow sequence of steps for the cloud clients in order to assess as 

well as organize the safety of their exercise for the cloud services, with the aim of 

extenuating risk as well as allocating a suitable level of support. 

K. Security Guidance For Enterprices 
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There are seven the most important steps that SMEs s will have to follow it whenever; 

choosing a Cloud provider, organizing a cloud contract as well as thinking about a 

cloud service. Cloud security is still a major concern for small and medium-sized 

enterprises (SMEs), and still often cited as a major obstacle to the transition to the 

cloud. This is understandable; security breaches can have a significant negative 

impact to the business sector. 

 

VII .CONCLUSION 
Cloud computing technology is a computing model that has gained much attention in 

the industry and in the education sector. Data security is a critical consideration for 

those who may wish to deploy cloud computing applications in their organizations. 

This project has discussed some of the basic concepts of cloud computing. It has also 

introduced the security issues in cloud computing. It particularly defines the data 

security model in cloud computing. 

Additionally, the project presented an analysis of each of the issues and provides 

some security solutions on the basis of the available techniques. The major data 

security threat for databases in cloud environment is the issue of availability, 

unreliable access control mechanisms, poor monitoring and unreliable auditing tools. 

Other issues include improper encryption, key management technology besides poor 

data sanitization possibilities. There are some of the security measures that may be 

eliminated through proper counter-measures. Unfortunately, there are some that are 

quite challenging to eliminate using counter-measures as no standard solutions exist. 
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 رســـــــــــــــالفه
 

 الصفحة اسم الباحث عنوان البحث ت.ر

1 
An optimal fuzzy zero point method for solving 

fuzzy transportation problem 

Manal Mohammed 

bilkour 
1-10 

2 

Assessing the Adaptability of Students and Teachers 

in the Faculty of Arts at Alasmarya Islamic 

University to the Sudden Transition to Online 

Teaching and Learning Processes during the COVID-

19 Pandemic 

Mohamed Bashir M. 

Ismail 
11-24 

3 
Environmental study for Cyanobacteria Blooms 

using Envisat data at the western coastal of Libya 
Dawi Muftah Ageel 25-34 

4 
Possible solutions to ensure data protection in cloud 

computing to avoid security problems 
Nuria Mohamed Hider 35-53 

5 
A printed book or an e-book?  

Student Preferences & Reasons 

Gharsa Ali Elmarash
 

Najla Mokhtar 
 

54-60 

6 
ي عير مواقع التواصل الاجتماعي من وجهة نظر 

ون  التشهير الإلكير
 طلبة كلية طب الأسنان بمدينة زليتر  

 هدية سليمان هويدي
 نادية عطية القدار

 دعاء عبد الباسط باكير 
61-75 

7 
Designing an Autonomous Embedded System for 

Temperature Monitoring and Warning in Medical 

Warehouses 

Hamza A. Juma 

 Saif Allah M. Abgenah 

Mustafa Almahdi Algaet 

Munayr Mohammed 

Amir 

76-89 

8 

The effect of using electronic mind maps in learning 

visual programming through e-learning platforms   

An experimental study of computer departments 

students at Elmergib University 

Salem Msaoud Adrugi 

Tareg Abdusalam Elawaj 

Milad Mohamed Alhwat 

90-101 

9 
Performance analysis of different anode materials of 

double chamber Microbial Fuel Cell technology 

using different types of wastewater 

Suad Mohamed 

Ramadan  

 Zainab Ahmed Dali 

Ahlam Mohammad 

Aljarray  

Zenoba Saleh Shubar 

102-110 

11 Evaluation of Hardness for Electroless Ni-P Coatings 
Faiza Farag Aljaray 

Saad Belaid Ghidhan 
111-116 

11 
Using Smartphone in Education: How Smartphone 

has impacted in Education, A Review Paper 

Saleh Meftah Albouri
 

Hadya S Hawedi
 

Mansur Ali  Jaba 

117-128 

12 
The Concept of Illegal Immigration and Its Causes in 

North Africa Region 
Ibrahim O, Sabri 129-139 

13 
Solution of a problem of linear plane elasticity in 

region between a circular boundary with slot by 

boundary integrals 

A.S. Deeb 

 I.A.S. Gjam 
140-151 
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14 
Transforming TESOL Pedagogy: Navigation 

Emerging Technology and Innovative Process 
Musbah Ramadan Elkut 152-173 

15 
ي خزانة الأدب

 
ّ ف ي محمد القيسي  آراء أنر

"دراسة وتحليل"  
سالم شـــخطـور ســالـم عـــلي   174-192 

16 
ي مسألة إعادة حرف الجر 

 
اضات النحاة عل حجية الشواهد ف اعير
 مع حتر العاطفة

 217-193 نورية صالح إفريــــج

17 
ي تعليم اللغة العربية

 
 الازدواجية اللغوية وأثرها ف

 )الصفوف الأولى من المرحلة الابتدائية 
 
(أنموذجا  

 238-218 نجاة صالح اليسير 

18 
بية ال ي لدى معلمي ومعلمات الير

ي وأثره عل الاداء المهت 
رضا الوظيف 

 البدنية ببلدية العجيلات
 256-239 محمود محمد رحومة الهوش

ي رواية الدنيا أيام ثلاثة  19
 
ي ف

ي عند إبراهيم الكون 
 272-257 إبراهيم رمضان هدية السرد الروان 

21 
كة الخطوط الجوية الل ي لسرر اتيجر يبيةالتحليل الاسير  
كة باستخدام النماذج  دراسة تطبيقية عل السرر

 ابراهيم علي احمودة
 ابراهيم عل ارحومة

273-279 

21 
Petrography of Abushyba Formation columnar-

jointed sandstones (Triassic-Jurassic) from Jabal 

Nafusa- Gharian, NW-Libya 

Ismail F. Shushan 

Emad Eldin A. Dagdag 

Salah Eldin M. 

Elgarmadi 

280-294 

22 
Multimodal discourse analysis of variations in 

Islamic dress code in Bo-Kaap, Cape Town 
Samera Albghil 295-307 

23 
ي تقدير  (

 
استخدام نظم المعلومات الجغرافية والاستشعار عن بعد ف

ي وأثره عل البيئة المحلية بمنط
 -قة سوق الخميس النمو العمران 

 ) ليبيا/ الخمس 

عبداللطيف بشير المكي الديب 
 رجب فرج سالم اقنيير 

308-317 

24 
 تطوير الخدمات العقارية باستخدام تقنية المعلومات

 ( 
 
 (تطبيق أندرويد  للخدمات العقارية أنموذجا

 حنان عبد السلام سليم
 عائشة حسن حويل

318-331 

25 
Hepatoprotective Potential of Propolis on 

Carbontetrachloride-Induced Hepatic Damages in Rats 

Mahmoud Mohamed 

Howas 
332-338 

26 
ي مدينة الخمس

 
ي ف

 البناء العشوان 
ه عل المخطط –أسبابه  –مفهومه )  (تأثير

يف  352-339 نورية محمد النائب السرر

27 
ي البناء للفاعل وغير الفا

 
ي توجيه اختلاف القراء السبعة ف

 
عل وأثره ف

 "نماذج مختارة"المعت  

 إسماعيل حامد الشعاب
 معمر فرج  

 الطاهر سالم العامري
353-371 

28 
ي بعض الأسماك البحرية  .Gnathia spدراسة عل مدى انتشار 

 
ف

 ليبيا -المصطادة من شواط  الخمس
 عبد السلام صالح أبوسديل
ي 
 عطية رمضان الكيلان 

372-376 

29 
 (الخير إذا دخل مكة من حج عن الغير بيان فعل )

 سنة 
 
 علي القاري المتوف

ّ
 دراسة وتحقيق هـ1114للملّ

ي غير محمد المجرِّ
 392-377 الصَّ

30 
ح عيون المذاهب لعبد الرؤوف الأنطاكي  ي شر

 
فضل المواهب ف

 (الاستنجاء ونواقض الوضوء من كتاب الطهارة) (ه1119)
 دراسة وتحقيقا

 421-393 نجيب منصور ساسي 

31 
ي خفض مستوى الوحدة النفسية    

 
ي سلوكي ف

 
برنامج ارشادي معرف

 لأبناء النازحتر  الليبيتر  
 439-422 حنـــان ميــلاد عطيــة

32 
Speaker recognition from speech using Gaussian 

mixture model (GMM) and (MFCC) 
Hanan A. Algrbaa, 440-457 

عية عند الغزالىي علاقة المنطق بالعلوم ال 33
 467-458 هشام علي مرعي  سرر
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34 
سبلتر  -الحلول العددية للمعادلات التفاضلية الملزمة بإستخدام ب

 التكعيبية
 خالد الهادي الفيتوري
 زينب أحمد زوليه 

468-476 

35 
 تأثير نظم معلومات التسويقية عل توزيــــع السلعة

 "دراسة تطبيقية عل إدارة مصنع إسمنت المرقب" 
 500-478 يس ميلاد الدزيريخم

ي ضوء مهامهم الإدارية 36
 
ي الإدارة المدرسية ف

 
 517-501 منصور عمر سالم فرعون إدارة الوقت ف

37 
ي كتاب خزانة الأدب 

 
ي باب الظروف ف

 
ي النحوية ف

أراء العلامة الدماميت 
 ولب لباب لسان العرب

 533-518 فائزة محمد الكوت

38 
ي الاستعا"

 
عبد الجواد بن إبراهيم بن شعيب  "رة فوائد الفرائد ف

 (ه1173) الأنصاري
 محمد محمد مولود الأنصاري
 حمزة مسعود محمد مكاري

534-547 

39 
 حروف الجر بتر  التناوب والتضمتر  

 دراسة تطبيقية عل آيات من القرآن الكريم
 "دراسة وصفية تحليلية"

 عبدالرحمن بشير الصابري
 إبراهيم عبد الرحمن الصغير 

 وبكر أحمد الصغير أب
548-559 

40 
An Application of "Kushare Transform" to Partial 

Differential Equations 

Ayda Saad Elagili 

Abdualah Ibrahim Sultan 
560-565 

41 
بوية ي للمعلم وأثره عل العملية الير

 الأداء الوظيف 
تعليم دراسة سوسيولوجية عل عينة من معلمتر  ومعلمات مرحلة ال

 الأساسي 

 أمل إمحمد إقميع
 فاطمة محمد ابوراس 

566-598 

42 
ام المصارف التجارية بتطبيق مبادئ إدارة الجودة الشاملة  مدى الير 

 (دراسة ميدانية عل مصرف الجمهورية فرع المرقب)

ي عبدالسلام كليب  خير
 عبدالسلام بشير اشتيوي

 طارق أبوفارس العجيلي  
 محمد عبدالسلام الأسطى 

 فتحية خليل طحيشات

599-623 

43 
Determination of Some Physical and Chemical Parameters 

of Groundwater in Ashafyeen-Masallata Area 

Abdulrhman Iqneebir 

Khaled Muftah Elsherif 
624-633 

 650-634 أحمد عل معتوق الزائدى أحكام الأهلية وعوارضها عند الإنسان 44

 قة بالنفس وعلاقته بالتوجه نحو الحياة لدى طالبات كلية الآدابالث 45
ي النعاس

 عمر مصطف 
ي السنباطي  

 السيد مصطف 
651-671 

ي  46
 700-672 فاطمـة جـمعة الناكـوع معايير جودة آليات التدريب الميدان 

47 
ي الأداء المالىي للمصارف التجارية

 
ة  أثر المخاطر المالية ف الليبية للفير

 (2017-2011) من

 إيمان عمر بن سعد
بثينة علي أبو حليقة   

 عمر محمد بشينه
 وليد حستر  الفقيه

701-718 

48 
ي 
 
ية  ف ي تحستر  ادارة الموارد البسرر

 
دور مداخل ادارة المعرفة ف

 المؤسسات الحديثة
 730-719 هدي الهادي عويطىي 

49 
Antimicrobial Activities of Methanol Extract of 

Peganum harmala Leaves and Seeds against Urinary 

Tract Infection Bacteria 

Khaled Abdusalam B. A 

Eman Mohammed 

Alshadhli 

Tasnim Adel Betro 

 Amera Lutfi Kara  

Mawada Almashloukh 

731-739 

ي سورة الواقعة 51
 
 الصور البيانية ف

 فتحية زايد شنيبه
نجاة بشير الصابري   

740-750 
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51 
Phytochemical, Heavy Metals and Antimicrobial 

Study of the Leaves of Amaranthus viridis 
Afifa Milad Omeman 751-757 

 765-758 أسماء جمعة القلعى قواعد المنهج عند ديكارت 52

ي  53 م1969 –م 1963النفط والاقتصاد الليتر  777-766 فرج محمد صالح الدريــــع 

الخطأ بغير الأصل  تقويم دية القتل 54  
 عمر عبدالسلام الصغير 

ي الأسمر 
 
رضا القداف  

778-789 

 مناقشة المسألة الأربعتر  من كتاب المسائل المشكلة للفارسي  55
 أبو عجيلة رمضان عويلي 

أحمد عبد الجليل إبراهيم   
790-804 

56 
ي الناتج عن محطات الوقود

ي منطقة سوق الخميس التلوث البيت 
 
 ف

(حصول عل ترقية عضو هيئة تدريسبحث مقدم لل)  
ان  فتحية أبوعجيلة جير

صالحة عمر الخرارزة   
805-823 

 856-824 هنية عبدالسلام البالوص بعض المشكلات الضغط النفسي وعلاقتة بالصحة النفسية 57

58 
ي مراقبة 

 
مجة الخطية ونماذج صفوف الانتظار ف تطبيقات الير

ة عل القطاع الصجي بمدينة وتحستر  الأداء دراسة إحصائية تطبيقي
 الخمس

 احمد علي عزيز
 علي مفتاح بن عروس

857-871 

59 
Isolation of Staphylococcus Aureus From Different 

Clinical Samples And Detects on Its Antibiotic 

Resistance 

Mona A. Sauf 

Fathi Shakurfow 

Sana Ali Soof 

Abdel-kareem El-

Basheer 

872-879 

61 

Combined Method of Wavelet Regression with Local 

Linear Quantile Regression in enhancing the 

performance of stock ending-prices in Financial 

Time Series 

Wafa Mohamed Alabeid 

Omar Alamari Alshbaili 
880-885 

احجم الدولـــــة الليبية وأثره عليها طبيع 61 ي  ا وبسرر ي   
 خالد محمد بالنور
 خالد أحمد قـناو

886-901 

62 
EFL Instructors' and Students' Attitudes towards 

Using PowerPoint Presentation in EFL Classrooms 

Amna Ali  Almashrgy 

Hawa Faraj Al-Burrki 

 Khadija Ali AlHebshi  

902-918 

ي اضطرابات الشخصية الحدية وع 63
 
لاقتها بالجمود المعرف ي  

 934-919 سالمة عبد العالىي السيليت 

64 
Common English Pronunciation Difficulties 

Encountered by Third Year Students at the Faculty of 

Education- English Department- Elmergib University 

Samah Taleb 935-952 

65 
A Study on Bacterial Contamination of Libyan 

Currency in Al-Khoms, Libya 
Hassan M. Krima 953-958 

66 
A New Application of Kushare Transform for 

Solving Systems of Volterra Integral Equations and 

Systems of Volterra Integro-differential Equations  

Jamal Hassn Frjani  959-964 

67 
Study of chemical and biological weathering effects 

on building stones of the Ancient City of Sabratha, 

NW-Libya 

Ismail Elforjani Shushan 

Saddik Bashir Kamyra 

Hitham A. Minas 

965-978 

68 
ي 
 
الآثار الاجتماعية والثقافية المصاحبة للتغير الاجتماعي ف

ميةالمجتمعات النا  
 991-979 محمد عبد السلام دخيل
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69 

Molecularly imprinted polymer ( poly-pyrrole ) 

modified glassy carbon electrode on  based 

electrochemical sensor for the Sensitive Detection of 

Pharmaceutical Drug Naproxen 

Ismael Abd-Elaziz  

Fatma Kahel 
992-998 

71 
 الجمل وقصيدتهعلي 

ي رثاء النورس الكبير )
 
 (اليوم الأربعون ف

 خالد رمضان الجربوع
 علي إبراهيم بن محسن
 صلاح الدين أبوغالية

999-1008 

71 
Comparing Review between Wireless 

Communication Technologies 

 نادية محمد الدالىي 
ة  ايمان احمد اخمير  

1009-1014 

72 
The importance of Using Classroom Language in 

Teaching English language as a Foreign Language 

Khairi Alarbi Zaglom 

Foad Ashur Elbakay 
1015-1024 

73 
سِب الاختصاص بها إلى مذهب مُعترَّ  

ُ
ي ن
لف فيها التر

َ
 الأدلة المخت

(دراسة تحليلية مقارنة)  
 1042-1025 حمزة بن ربيع لقرون

74 
ي مدينة الخمس،  ار بعض الأوليات المعويةمعدل انتش

 
الطفيلية ف

 ليبيا
 1052-1043 أسماء السنوسي لحيو

ي سورة البقرة( ما)استعمالات  75
 
النافية ف  1067-1053 برنية صالح إمحمد صالح 

76 
كة  عوامل نجاح وفشل نظام المعلومات دراسة تطبيقية عل شر

ي وليد
 الأشغال العامة بت 

 1085-1068 م اعطيةاسماعيل عبدالكري

بية الايجابية للطفل" 77  1098-1086 نجوى الغويلي  "الرعاية الاجتماعية والدعم الاجتماعي والير

78 The Error Correction in second language writing 

Seham Ibrahim abosoria 

Fatheia Masood Alsharif 

Abdussalam Ali Mousa 

Hamzah Ali Zagloum 

1099-1105 

79 
 أساليب المعاملة الوالدية وعلاقتها بالتحصيل الدراسي 

 (الخمس)لدى عينة من طلبة كليات جامعة المرقب بمدينة 
ي عقيلة  1128-1106 ميسون خير

80 
Quality of E-Learning Learning Based on Student 

Perception Al Asmarya University 

Majdi Ibrahim Alashhb  

Mohammed Alsunousi  

Salem Mustafa Aldeep 

1129-1135 

81 
The Importance of Corrective Feedback in leaning a 

Foreign Language 
Ekram Gebril Khalil 1136-1150 

82 
ي ظل انتشار الأوبئة والأمراض السارية

 
 شكل العلاقات الاجتماعية ف

  19جائحة كوفيد )
 
 (نموذجا

 سكينه الهادي الحوات
 محمد الحواتفوزي  

 سليمة رمضان الكوت
1151-1164 

83 
A comparative study of the effects of Rhazya stricta 

plant residue on Raphanus sativus plant at the age of 

15 and 30 days 

Salma Mohammad Abad 1165-1175 

ه 84 ي وانتصاره له من خلال تفسير ال عند الزمخسرر يفمحمد توظيف الاعير   1191-1176  عمر محمد الفقيه السرر

 1192 الفهرس


